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The SDC communications kernel i s intended to support secure
c o m m u n i c a t i o n s a p p l i c a t i o n s , s u c h a s s e c u r e f r o n t e n d s a n d
t e r m i n a l a c c e s s s y s t e m s . I t i s a m i n i m a l o p e r a t i n g s y s t e m ,
c a p a b i l i t y - b a s e d , a n d n a s b a s i c s t r u c t u r e t h a t we hope
w i l l e a s e t h e p r o b l e m o f f o r m a l
v e r i fi c a t i o n . [ 1 ]

s p e c i fi c a t i o n and

T h e k e r n e l i s o r i e n t e d t o w a r d s s u p p o r t o t c o m m u n i c a t i o n s
e x t e n s i v e f a c i l i t i e s

i n t e r p r o c e s s c o m m u n i c a t i o n s . B e c a u s e o f i t s r e s t r i c t e d a i m ,
not support dynamic changes, s u c h as c r e a t i o n of

p r o c e s s e s .

The SDC c o m m u n i c a t i o n s k e r n e l h a s b e e n o p e r a t i o n a l f o r
u m b e r o f y e a r s i n a n A R PA N E T- L i K e DoD s y s t e m . we f e e l t h a t
the c a p a b i l i t i e s and speed of the k e r n e l a r e we l l - adap ted t

system, a n d a r e c o m p e t i t i v e w i t h o t h e r s y s t e m s n o t
u s i n g a k e r n e l i z e d a r c h i t e c t u r e .

The kernel was developed under the primary direct ion of Di.
R i c h a r d M a n d e l l . design and coding were done by Karl
A u e r b a c h , Davia C lemans , and jay E a g l s t u n .

1.0 I n Genera l

The SDC communications kernel is a descendant of the UCLA
o p e r a t i n g system.communications k e r n e l remains similiar t o the UCLA kernel in

f o l l o w i n g m a j o r a r e a s :

a . The SDe k e r n e l i s a m i n i m a l i z e d o p e r a t i n g s y s t e m .
I t i s s m a l l a m o u n t . o f c o d e w h i c h e x i s t s t o

p r o v i d e e n v i r o n m e n t a n d s e r v i c e s t o p r o c e s s e s . The
p r o c e s s e s m a y b e r e g a r d e d a s " a p p l i c a t i o n "
t h e r e i s n o p a r t i t i o n i n g o f t h e k e r n e l i t s e l f

c o d e ;
i n t o

p r o c e s s e s . k e r n e l i s t h e o n l y c o d e i n t h e
m a c h i n e w h i c h a c c e s s e s h a r d w a r e f e a t u r e s o f t h e
m a c h i n e such as memory p r o t e c t i o n r e g i s t e r s , device
r e g i s t e r s , e t c . PDP 11/70 , t he k e r n e l

[ 1 ] The
t h e

q u e s t i o n
e n d o f s e c t i o n 2 .

o f v e r i fi c a t i o n i s d i s c u s s e d a t

[ 2 ) " U n i x " i s a t r a d e m a r k o f B e l l L a b o r a t o r i e s .

P -1



The SDC Communications Kernel August 1981

"kernel" mode, the privileged mode of the
machine. Processes run in non-kernel hardware
mode.

b. Ine SDC communications kernel i s intended t o b e a
v e r i fi a b l e o p e r a t i n g s y s t e m . That i s , i t should be
possible to formally s t a t e the s e r v i c e s

that it does what it is intended to do and no more.

c . I t i s g e n e r a l l y f e l t t h a t o p e r a t i n g systemwhich i n t e r r u p t a b l e v e r y h a r d t o v e r i f y .
T h e r e f o r e it i s p r e f e r r a b l e f o r v e r i fi a b l e
ope ra t ing system to run with i n t e r r u p t s completely
locked o u t . This i s t h e p o l i c y in the case of
SDC communications k e r n e l .

The SDC communications kernel i s a c a p a b i l i t y - b a s e d
o p e r a t i n gprocesses" allowed accesses to various t r a c k o f

o b j e c t s
m a i n t a i n i n g a n a r r a y o f d a t a
s t r u c t u r e s c a l l e d c a p a b i l i t i e s , which
d e s c r i b e s a n o b j e c t a n d a n a l l o w e d a c c e s s t o t h a t

The k e r n e l i s e n t e r e d f o r o n e o f two r e a s o n s :

An i n t e r r u p t i s r e c e i v e d from a d e v i c e .
c a n o n l y occur w h i l e a p r o c e s s i s r u n n i n g . Or

A k e r n e l c a l l ( r e q u e s t f o r some k e r n e l a c t i o n )
i s made b y some p r o c e s s .

In e i t h e r c a s e , the k e r n e l code i s e n t e r e d v i a a
o r i n t e r r u p t w h i l e a p r o c e s s i s r u n n i n g , r u n s

s t r a i g h t t h r o u g h w i t h o u t i n t e r r u p t i o n and t h e n
The k e r n e l e x i t s by c a u s i n g the resumption

of t h e e x e c u t i o n o f t h e c o d e o f some p r o c e s s ( w h i c h
n o t b e t h e p r o c e s s w h i c h was r u n n i n g

when t h e k e r n e l was e n t e r e d ) .

On the other hand, the SDC communications kernel has
m o d i fi e d t o b e a p p r o p r i a t e f o r a c o m m u n i c a t i o n s
e n v i r o n m e n t genera l u s e r - s u p p o r t
e n v i r o n m e n t . F o r t h i s o t h e r r e a s o n s ,
c o m m u n i c a t i o n s k e r n e l d i f f e r s f r o m t h e UCLA k e r n e l i n a
n u m b e r o f i m p o r t a n t w a y s :

The SDC c o m m u n i c a t i o n s k e r n e l d o e s n o t p r o v i d e
c r e a t i o n o r d e s t r u c t i o n o f p r o c e s s e s .
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All processes e x i s t from the time that the CPu is
b o o t e d u n t i l i t i s h a l t e d .

b. The SDC communications kernel does not provide for
s w a p p i n g p r o c e s s e s in and o u t of memory. All
p roces ses a re permanent ly r e s i d e n t in memory.

c . The UCLA sys t em r u n s on a CPU ( 1 1 / 7 0 , 11 / 4 5 , e t c )
w i t h t h r e e h a r d w a r e modes: k e r n e l , s u p e r v i s o r and
user. The kernel runs in kernel mode, w h i l e t h e
superv i sor mode c o n t a i n s the "unix
e m u l a t o r " which p r o v i d e s an env i ronmen t ve ry l i k e
tha t o f s t a n d a r d Unix t o " a p p l i c a t i o n " code r u n n i n g
i n user mode. In d i s t i n c t i o n , " a p p l i c a t i o n " c o d e
w r i t t e n f o r t h e SDC s y s t e m r u n s i n s u p e r v i s o r mode
a n d m a k e s k e r n e l c a l l s d i r e c t l y . ( U s e r mode 1s
u n u s e d . ) SDC s o f t w a r e t h u s c a n run i n CPUs w i t h
o n l y t w o h a r d w a r e m o d e s ( 1 1 / 3 4 a n d
i s p e r h a p s

1 1 / 2 3 ) . ( T h i s
m o r e a d i f f e r e n c e i n u s a g e t h a n i n t h e

k e r n e l s t h e m s e l v e s . The SDC c o m m u n i c a t i o n s k e r n e l
o n a n 1 1 / 7 0 o r 11 /45 c o u l d s u p p o r t some s o r t o f
e m u l a t o r i n s u p e r v i s o r m o d e , w h i c h c o u l d i n t u r n
p r o v i d e s o m e s o r t o f s t a n d a r d e n v i r o n m e n t t o c o d e
i n u s e r m o d e . )

d . The SDC c o m m u n i c a t i o n s k e r n e l i n c o r p o r a t e s v e r y
e x t e n s i v e p r o v i s i o n s f o r i n t e r p r o c e s s
c o m m u n i c a t i o n s .

e . In t h e UCLA s y s t e m , a " s c h e d u l e r " p r o c e s s 1s
r e s p o n s i b l e f o r c h o o s i n g t h e n e x t p r o c e s s t o r u n .
I n t h e SDC k e r n e l , p r o c e s s e s a r e n o t s w a p p e d o u t ,
s o s c h e d u l i n g i s m u c h s i m p l i fl e d a n d h a s b e e n m a d e
p a r t o f t h e k e r n e l .

f . In the UCLA system, a " F i l e Manager" p rocess
r e s p o n s i b l e g i v i n a c a p a b i l i t i e s t o p r o c e s s e s .
I n t h e SDC s y s t e m , m o s t c a p a b i l i t i e s

i n s t a n c e ,
p r o c e s s e s

t h e c a p a b i l i t y t o a c c e s s a c e r t a i n
p e r i p h e r a l ) a r e a s s i g n e d s t a t i c a l l y a t t h e t i m e t h e
s y s t e m i s c o n fi g u r e d , by a p r o g r a m c a l l e d t h e
" Supe r l i n k e r " , r u n n i n g u n d e r n o r m a l U n i x . The
S u p e r l i n k e r a s s e m b l e s t h e C P memory image and
g i v e s s t a t i c c a p a b i l i t i e s t o p r o c e s s e s a s
i n s t r u c t e d by the " s u p e r l i n k e r con t ro l fi l e " , which

I t i s t h i s
w h o i s

w h a t p r o c e s s e s a r e a l l o w e d t o c o m m u n i c a t e , e t c .
c a p a b i l i t e s a r e g i v e n t o a n d t a k e n a w a y f r o m

a p r o c e s s d y n a m i c a l l y a s p a r t o f t h e i n t e r p r o c e s s
c o m m u n i c a t i o n f a c i l i t i e s ; t h i s i s d i s c u s s e d i n m o r e
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d e t a i l b e l o w . ) A s e p a r a t e F i l e Manage r
n o t u s e d .

p r o c e s s 1s

T h e SDC c o m m u n i c a t i o n s k e r n e l i s w r i t t e n i n a v e r s i o n o f
P a s c a l , a u g m e n t e d t o p r o v i d e c e r t a i n e x t e n s i o n s n e c e s s a r y
f o r t h e u s e o f P a s c a l i n o p e r a t i n g s y s t e m . The UCLA
P a s c a l - C t r a n s l a t o r t r a n s l a t e s t h i s i n t o C, w h i c h i s t h e n
c o m p i l e d n o r m a l l y . T h e c o d e i s w r i t t e n i n a t o p - d o w n ,
h i g h l y m o d u l a r and m e t h o d i c a l me thod , which i s i n t e n d e d t o
f a c i l i t a t e v e r i fi c a t i o n , a l t h o u g n no v e r i fi c a t i o n or f o r m a l
s p e c i fi c a t i o n h a s b e e n d o n e a s y e t .

2 . 0 S e c u r i t y o l i c y ٠٠ 4n E x a n o l e

The SDC kernel does not i t s e l f implement a s e c u r i t y p o l i c y.
In t y p i c a l c o m m u n i c a t i o n s s y s t e m u s i n g t h e k e r n e l , t h e
t o t a l s e c u r i t y p o l i c y would be a r e s u l t o f the p r o p e r t i e s o f
v a r i o u s p a r t s of t h e s y s t e m , o f which t h e k e r n e l i s o n l y one
p a r t . T h e K e r n e l b y i t s e l f d o e s n o t g u a r a n t e e t h a t t h e
s e c u r i t y p o l i c y i s c o r r e c t l y i m p l e m e n t e d . T h e k e r n e l i s
o n l y r e s p o n s i b l e f o r m a i n t a i n i n g a n d s e p a r a t i n g p r o c e s s
e n v i r o n m e n t s , a n d p r o v i d i n g a n d r e g u l a t i n g i n t e r p r o c e s s
c o m m u n i c a t i o n s . T h u s , t h e p r o p e r t i e s o f t h e k e r n e l a r e
r e l a t e d t o t h e t o t a l s e c u r i t y p o l i c y a s a lemma i st o a
t h e o r e m .

An e x a m p l e may h e l p t o make t h i s c l e a r .

C o n s i d e r a CPU w h i c h i s t o a c t a s s o r t o f t e r m i n a l
c o n c e n t r a t o r . The CPU i s t o s u p p o r t two t e r m i n a l s , one o f
which i s to ca r ry u n c l a s s i fi e d t r a f fi c on ly, and
of which i s t o c a r r y c l a s s i fi e d t r a t fi c o n l y . T h e T C P a n d
TELNET p r o t o c o l s a r e t o b e u s e d t o p r o v i d e s e r v i c e s t o

t h e s e t e r m i n a l s . I n o r d e r t o p r o v i d e s e p a r a t i o n b e t w e e n
c l a s s i fi e d u n c l a s s i fi e d t r a f fi c , t h e TCP and

p r o c e s s e s a r e d u p l i c a t e d . T h e i n t e r n a l s i t u a t i o n i n t h e CPU
c a n be p i c t u r e d a s f o l l o w e d :
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U n c l a s s i fi e d
Te rmina l

C l a s s i fi e d
Te r m i n a l

V

Line D r i v e r
( P a r t of t h e k e r n e l )

U n c l a s s i fi e d
TELNET

( A p r o c e s s )

V

C l a s s i fi e d
TELNET

• (A p r o c e s s )

v

U n c l a s s i fi e d
TCP

( A p r o c e s s )
-

C l a s s i fi e d
TCP

(A p r o c e s s )

S e c u r i t y
MUX/DEMUX

(A p r o c e s s ) / < - •

wet D r i v e r
(Pa r t o f t h e )

(kernel )

V
To Net
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In t h i s fi g u r e , t h e
s u b r o u t i n e s ; t h e y a r e

" d r i v e r s "
w i t h i n

a r e c o l l e c t i o n s o f
t h e k e r n e l , s i n c e t h e y m u s t

m a n i p u l a t e t h e p h y s i c a l d e v i c e r e g i s t e r s .

The S e c u r i t y MUX/DEMUX p r o c e s s
r e s p o n s i b i l i t y i t i s t o s e p a r a t e c l a s s i fi e d and u n c l a s s i fi e d
t r a f fi c s t r e a m s ( o n r e c e p t i o n ) a n d t o m e r g e t n e
t r a n s m i s s i o n . we d o n o t s p e c u l a t e h e r e o n w h a t b a s i s t h i s
i s d o n e . Bu t i t i s c l e a r t h a t t h i s p r o c e s s i s p e r f o r m i n g

s e c u r i t y - r e l e v a n t T h e r e f o r e , t h e c o d e o f
t h i s p r o c e s s must be a p p r o p r i a t e l y v e r i fi e d . H o w e v e r , i t i s
i m p o r t a n t t h a t t h e
f u n c t i o n i n g of t h i s i 5 q u i t e d i s t i n c t
v e r i fi c a t i o n of t h e k e r n e l . The p r o c e s s i s not pa r t of t h e

The TELNET a n d TCP p r o c e s s e s a r e l i k e w i s e p r o c e s s e s , not
p a r t o f t h e k e r n e l . B e c a u s e o f t h e s c h e m e d i a g r a m m e d a b o v e ,
we c a n n o p e t o b e a b l e t o s h o w t h a t t h e m a l f u n c t i o n i n g
a n y of t h e s e p r o c e s s e s w o u l d n o t b e a b l e t o v i o l a t e s e c u r i t y
c o n s t r a i n t s . ( N o t e t h a t t h i s d i a g r a m r e p r e s e n t s
e x a m p l e of a s y s t e m w h i c h m i g h t b e b u i l d on t h e k e r n e l . )

N o t e t h a t t h e d r i v e r s u n s e p a r a t e d
t h e y t o o would need t o be v e r i fi e d .

d a t a ; t h e r e f o r e
H o w e v e r , t h i s i s t r u e

e v e n b e f o r e o b s e r v a t i o n
u n s e p a r a t e d d a t a : must b e v e r i fi e d b e c a u s e t h e y a r e
p a r t o f t h e k e r n e l , and a l l o f t h e k e r n e l must be v e r i fi e d .

Now we a r e in a p o s i t i o n t o d i s c u s s t h e r o l e of t h e k e r n e l
s e r v i c e s a n d p r o t e c t i o n s t h a t t h ei t s e l f .

k e r n e l provides?

F i r s t of a l l , t h e k e r n e l p r o v i d e s
e n v i r o n m e n t s o f t h e p r o c e s s e s . For e x a m p l e , t h e k e r n e l s e t s
the machine mapping r e g i s t e r s when o n e p r o c e s s r u n s s o

code and d a t a of t h a t p r o c e s s a r e a c c e s s e d , and so t h a t
the code and data of some other process are not accessed.

t h e k e r n e l p r o v i d e s i n t e r p r o c e s s
c o m m u n i c a t i o n s
c o n fi g u r e d .

f a c i l i t i e s as s p e c i fi e d when t h e sys tem i s
In the figure above, for example, the various

r e p r e s e n t i n t e r p r o c e s s communica t ions mechan i sns
c a l l e d " q u e u e s " . ( T h e s e w i l l b e d i s c u s s e d

when the system was c o n fi g u r e d , the r e spons ib l e person
s p e c i fi e s p r o c e s s e s e x i s t , a n d wha t
communications paths between them are to e x i s t .

The tool by which this is done is the "superlinker"
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m e n t i o n e d a b o v e . T h e r e s p o n s i b l e p e r s o n p r e p a r e s
" s u p e r l i n k e r c o n t r o l t i l e " . For i n s t a n c e , t o r t h e s y s t e m
p i c t u r e d a D o v e , t h e s u p e r l i n k e r c o n t r o l fi l e w i l l s p e c i f y
t h a t t h e r e a r e t o fi v e p r o c e s s e s . E a c h o f t h e s e
processes has p rev ious ly been compiled, and i t s ob jec t code
i s r e a d y a n d w a i t i n g . The c o n t r o l fi l e s p e c i fi e s w h e r e t h i s
o n j e c t c o d e i s t o be f o u n d . F u r t h e r m o r e , t h e c o n t r o l fi l e
s p e c i fi e s e x a c t l y what q u e u e s a r e t o e x i s t i n t h e system,
w h a t p r o c e s s e s a r e a l l o w e d t o p l a c e i n f o r m a t i o n on a g i v e n
q u e u e , w h a t p r o c e s s e s a r e t o b e a l l o w e d t o t a k e
i n f o r m a t i o n o f f o f a g i v e n q u e u e .

T h i s s u p e r l i n k e r c o n t r o l fi l e
s u p e r l i n k e r p r o g r a m , W h i c h   1 s   ' T u r n i n gp r o c e s s e d by t h e

u n d e r w h a t e v e r
d e v e l o p m e n t s y s t e m i s i n u s e . ( d o t unde r t h e k e r n e l . ) The
s u p e r l i n k e r t h e c o m p l e t e memory i m a g e o f t h e CPU.
In p a r t i c u l a r , i t p r e p a r e s t h e k e r n e l t a b l e s which e s t a b l i s h

e x i s t e n c e t h e v a r i o u s q u e u e s a n d what p r o c e s s e s a r e
a l l o w e d t o e n q u e u e t o a n d d e q u e u e f r o m
( T h i s w i l l be d i s c u s s e d i n m o r e d e t a i l b e l o w . )

Now we c a n d e s c r i b e wha t i t i s t h a t t h e k e r n e l i s t r u s t e d t o
t r u s t e d t o c o r r e c t l y i m p l e m e n t

a d m i n i s t e r t h e s y s t e m d e s c r i b e d b y t h e
a n d

s u p e r l i n k e r c o n t r o l
e x a m p l e , t h e s u p e r l i n k e r c o n t r o l fi l e

d e s c r i b e s fi g u r e a b o v e , t h e n
o f t h e k e r n e l w i l l e n s u r e t h a t t h e u n c l a s s i fi e d

TELNET p r o c e s s w i l l n o t b e a b l e t o d e q u e u e i n f o r m a t i o n
t h e queue which i s shown as l e a d i n g f r o n t h e c l a s s i fi e d ICP
t o t h e c l a s s i fi e d TELNET.

I n o r d e r t o c o r r e c t l y u n d e r s t a n d t h e n a t u r e of t h e s e c u r i t y
p o l i c y k e r n e l a s shown i n t h e e x a m p l e a b o v e , i t i s
v e r y i m p o r t a n t t o u n d e r s t a n d : The MUX/DEMUX p r o c e s s may
d e s c r i b e d " t r u s t e d " i n t h a t i t i s t r u s t e d b y t h e human
b e i n g s who d e s i g n , c o n fi g u r e a n d u s e t h e s y s t e m . H o w e v e r .
i t i s i n a p p r o p r i a t e t o d e s c r i b e a t h i s p r o c e s s a s " t r u s t e d "
b y t h e k e r n e l . K e r n e l d o e s n o t h a v e a n o t i o n o f
" t r u s t e d " p r o c e s s . In p a r t i c u l a r , t h e r e i s no " t r u s t e d "
b o o l e a n i n t h e p e r - p r o c e s s t a b l e m a i n t a i n e d b yThe kernel knows only what communications paths each process
h a s b e e n a u t h o r i z e d t o u s e .

In t h e e x a m p l e ,
M U X / D E M U X

the queue from t h e net d r i v e r t o t h e
p r o c e s s c a r r i e s b o t h c l a s s i fi e d and u n c l a s s i fi e d

i n f o r m a t i o n , w h i l e t h e q u e u e f r o m t h e
u n c l a s s i f l e d TELNET c a r r i e s unclassified

i n f o r m a t i o n .
only u n c l a s s i fi e d

T h u s , f r o m a s e c u r i t y point of v iew,
q u e u e s v e r y d i f f e r e n t .

t h e s e
However, there is nothing in the

k e r n e l c o r r e s p o n d i n g t o t h i s d i f f e r e n c e i n t h e n a t u r e o f
t h e s e q u e u e s .
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we c a n d e s c r i b e t h e p h i l o s o p h y h e r e a s t h i s : t h e " r e a l "
s e c u r i t y p o l i c y i s e x e c u t e d b y t h e p e r s o n who p r e p a r e s t h e
s u p e r l i n k e r c o n t r o l fi l e . T h e k e r n e l i s r e s p o n s i b l e o n l y
f o r s e e i n g t h a t t h a t p e r s o n ' s d e s c i s i o n s a r e e n f o r c e d . Note
t h a t t h i s i s a p p r o p r i a t e f o r t h e p u r p o s e f o r w h i c h t h e SDO

d e s i g n e d . Tha t i s , s i n c e t h e s y s t e m 1s
s t a t i c , t h e r e i s no n e e d t o b u r d e n t h e k e r n e l w i t h c o d e ,
a l g o r i t h m s , m a k i n g s e c u r i t y - r e l a t e d d e s c i s i o n s .
I n s t e a d , t h e s e d e c i s i o n s b e f o r e h a n d , and t h e
k e r n e l i s o n l y r e s p o n s i b l e f o r e n f o r c i n g t h e m .

Note t h a t i n t h e example , t h e Line Driver s o f t w a r e in t h e
t e r m i n a l s . T h e r e i s r e a s o n t o

p r o v i d e two c o p i e s o f t h i s s o f t w a r e ; b o t h c o p i e s w o u l d h a v e
to r e s i d e i n the k e r n e l , so as to access t h e hardware device
r e g i s t e r s , and would have be v e r i fi e d t o f u n c t i o n p r o p e r l y ,

f o r a n y p a r t o f t h e k e r n e l a n d t h e k e r n e l a s a
whole. There would be no hardware s e p a r a t i o n between t h e
two c o p i e s .

Note t h a t as p a r t o f i t s f u n c t i o n i n g , the d r i v e r must t a k e
d a t a f r o m queue from the u n c l a s s i fi e d TELNET process ,
a n d p l a c e i t on t h e l i n e t o t h e u a c l a s s i fl e d t e r m i n a l
s i m i l a r l y f o r t e r m i n a l a n d f o r t h e o t h e r
d i r e c t i o n of fl o w . I t m u s t b e v e r i fi e d t h a t t h i s f u n c t i o n

c o r r e c t l y ; b u t c o v e r e d
r e q u i r e m e n t t h a t a l l t h e k e r n e l f u n c t i o n i n g m u s t b e v e r i fi e d
t o p e r f o r m c o r r e c t l y .

I f t h e k e r n e l were t o be v e r i fi e d , what i s i t t h a t would be
v e r i fi e d ? w h a t w o u l d b e t h e f o r m a l p r o p e r t i e s t h a t w o u l d
h a v e t o b e v e r i fi e d t o h o l d ?

The k e r n e l i s r e s p o n s i b l e f o r

a . Maintaining and separating process environments.
b . P r o v i d i n g

c o m m u n i c a t i o n s .
a n d r e g u l a t i n g i n t e r p r o c e s s

c . O p e r a t i n g d e v i c e s .

Ver ificat ion of the kernel would require formally stat ing
t h e n a t u r e r e s p o n s i b i l i t e s . (These statements
would probably include formal statements o f the effects of
t h e v a r i o u s c a l l s . ) Then it would be necessary to
formally prove that the kernel code. does properly carry out
t h e s e r e s p o n s i b l i t e s .

As already emphasized, v e r i fi c a t i o n of the kernel would be
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o n l y p a r t w o u l d h a v e t o be d o n e t o v e r i f y t h a t a
g i v e n s y s t e m s a t i s t l e s s o m e s e c u r i t y p o l i c y . Va r i o u s
k e r n e l p a r t s s y s t e m , a s w e l l a s v a r i o u s a s p e c t s o f
t h e t o t a l S y s t e m
v e r i fi e d .

a r c h i t e c t u r e , would a l s o h a v e t o b e

C e r t a i n p a r t s o f t h e s u p p o r t s o f t w a r e u s e d t o p r o d u c e t h e
a p p r o p r i a t e l y

C l e a r l y , i m p o r t a n t
v e r i fi e d .

p a r t o f t h i s s o f t w a r e i s t h e
s u p e r l i n k e r . o u t p u t o f t h e s u p e r l i n k e r i s s o u r c e code
v e r s i o n s o f t h e k e r n e l t a b l e s ,
l i n k e d , s u i l t i n t o a t o t a l memory image . These k e r n e l
a b l e s c o u l d b e h u m a n - i n s p e c t e d , b u t t h i s w o u l d b e a
d i f fi c u l t t a s k , which i t s e i f would use many machine aids.
I f t h e r e w e r e a n y c h a n c e o f h a v i n g t o do t h i s t e d i o u s
i n s p e c t i o n r e p e a t e d l y , v e r i fi c a t i o n o f t h e s u p e r l i n k e r w o u l d
be t h e p r o p e r t h i n g t o do i n s t e a d .

T h e k e r n e l w a s d e v e l o p e d i n a c o n t e x t w h i c h e m p h a s i z e d t h e
p r o d u c t i o n of w o r k i n g c o d e i n a r e l a t i v e l y s h o r t t i m e . F o r
t h i s r e a s o n , i t was d e c i d e d n e i t h e r t o f o r m a l l y s p e c i f y t h e
p r o p e r t i e s t h e k e r n e l , t o a t t e m p t t o t o r m a l l y

a n y t h i n g a b o u t i t . S o n e s u c h e f f o r t may b e made
i n t h e f u t u r e .

I t i s o f c o u r s e t h e c a s e t h a t c o d e w h i c h was n o t d e v e l o p e d
s p e c i fi c a t i o n s q u i t e d i f fi c u l t

f o r m a l l y v e r i f y a f t e r t h e f a c t , and a l m o s t c e r t a i n l y
m o d i fi e d i n o r d e r t o b e v e r i fi e d . T h i s may b e

t r u e b e c a u s e a c t u a l s e c u r i t y fl a w s a r e f o u n d b y t h e f o r m a l
a n a l y s i s , o r b e c a u s e s o m e a s p e c t s o f t h e e x i s t i n g c o d e a r e
p a r t i c u l a r l y u n a m e n a b l e t o v e r i fi c a t i o n . H o w e v e r , t h e r e are.

e x i s t i n g k e r n e l - c a p a b i l i t y
o r i e n t a t i o n i n p a r t i c u l a r - w h i c h we h o p e w i l l e a s e f o r m a l
v e r i fi c a t i o n .

3.0 I b e Environment o f a Bracess

To b e g i n w i t h , we emphas ize t h a t a "process" is not pa r t of
k e r n e l , r a t h e r a n "app l ica t ion" programf o r w h i c h

t h e k e r n e l p r o v i d e s e n v i r o n m e n t and s e r v i c e s . No p a r t o f
t h e k e r n e l i s d e s c r i b e d a s a p r o c e s s .

In a PDP 11 / 3 4 , the
c o m p r i s e s 64K b y t e s

v i r t u a l a d d r e s s s p a c e o f a p r o c e s s
each p r o c e s s p r o d u c e s 16 -b i t a d d r e s s e s
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a s i t a c c e s s e s m e m o r y. T h e s e v i r t u a l addresses are
t r a n s l a t e d t o p h y s i c a l a d d r e s s e s b y t h e m e m o r y m a n a g e m e n t

a r d w a r e . T h i s ha rdware manage
p a c e i r e i gh t p l e c e s , e a c h o f w h i c h

T h e s e p i e c e s a r e t h e " p a g e s " o f a p r o c e s s ' v i r t u a l
space.
These pages are used as follows:

a . Une page a c c e s s e s t h e " l i b r a r y " . This is a
c o l l e c t i o n commonly u s e f u l s u b r o u t i n e s .
t y p i c a l r o u t i n e would be a r o u t i n e for c o n v e r t i n g

machineseconds past anuary closio, to human tame date
a n d t i m e ) . The
p r o c e s s e s .

l i b r a r y i s read-only to a l l

b . One or more pages are used to access the p rocess '
t ex t . . . t ha t 1s , i t s e x e c u t a b l e c o d e . Th i s a c c e s s
1s r e a d - o n l y .

d .

One o r more pages a r e used to access the p r o c e s s
initialized variablest h a t i s , t h e a r e a in which

k e p t . This area 1s
normally read-only, b u t may be made writeable, by
spec ia l i n s t ruc t ions to the s u p e r l i n k e r.

One or more p a g e s a r e used t o a c c e s s t h e p r o c e s s '
s o - c a l l e d " b s s " a r e a . . . that i s , the a rea in which
varlables which are i n i t i a l l y zero are kept. This
a r e a i s r e a d - w r i t e .

e . The l a s t page (page seven) accesses the p r o c e s s
" c o m m u n i c a t i o n s b lock" . This i s an area of memory
s n a r e d b y t h e p r o c e s s a n d t h e k e r n e l a n d u s e d f o r
communications between a process and the kerne l .

£ . The r ema in ing pages ( t h e r e a r e at most t h r e e ) a r e
f r e e t o be used t o "map i n " b l o c k s of d a t a p a s s e d
f r o m p r o c e s s t o p r o c e s s u s i n g
c o m m u n i c a t i o n s m e c h a n i s m s

t h e i n t e r p r o c e s s
d e s c r i b e d b e l o w. These

a r e r e f e r r e d t o a s m a p p a b l e p a g e s .

I n an 1 1 / 7 0 , t h e s i t u a t i o n i s s i m i l i a r , e x c e p t t h a t a n 1 1 / 7 0
has " s e p a r a t e I and D s p a c e " , and so has tw ice a s many pages
f o r e a c h p r o c e s s a s t h e 1 1 / 3 4 .

when a n e v e n t o c c u r s w h i c h a f f e c t s a p r o c e s s , t h e k e r n e l
n o t i fi c a t i o n t h e e v e n t p r o c e s s

c o m m u n i c a t i o n s b l o c k , w h i c h t h e l o o k s a t in t h e
c o u r s e o f i t s m a i n l o o p , w h i c h i s d e s c r i b e d b e l o w. ( S e c t i o n
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4 discusses traps and in t e r rup t ions in more d e t a i l . )

In the SDC sys tem, programmers w i i t e code which makes ke rne l
c a l l s d i r e c t l y . T h e r e i s n o "emulator" t o p r o v i d e t h e
r u n n i n g p r o c e s s w i t h a n
f a m i l i a r o p e r a t i n g

envi ronment l i k e t h a t o f some
s y S t e m . (Th i s i s in d i s t i n c t i o n to t h e

UCLA D a t a S e c u r e UNIX S y S t e m . ) S i n c e t h e p r o g r a m m e r i s
w r i t i n g code t o run in a n env i ronmen t which i s u n f a m i l i a r t o
h i m , we h a v e t a k e n t h e a p p r o a c h o f p r o v i d i n g a s t a n d a r d
t o p - l e v e l s t r u c t u r e
u n d e r s t a n d i n g

f o r e v e r y p r o c e s s . ( T h i s a l s o m a k e s
a p r o c e s s w r i t t e n by a n o t h e r p r o g r a m m e r

c o n s i d e r a b l y e a s i e r . )

T h i s s t a n d a r d t o p - l e v e l s t r u c t u r e i s implemented by
p r o v i d i n a e a c h p r o g r a m m e r w i t h t h e same "main" r o u t i n e .
( A g a i n : we t h a t t h i s " m a i n " i s p a r t
p r o c e s s , k e r n e l . ) The e n t i r e c o d e of a

c o n s i s t s o f s u b p r o c e d u r e s c a l l e d f r o m t h i s h i g h e s t
p r o c e d u r e

" i n t e r r u p t h a n d l e r ""main" "completion" routinesp a r t i c u l a r , t h e r e a r e n o

i n i t i a t e d d i r e c t l y by t h e k e r n e l . ) The o u t l i n e of main 15 a s
f o l l o w s :

p r o c e d u r e m a i n ;
b e g i n

i n i t i a l i z e ;
w h i l e ( t r u e ) d o
b e g i n

S e t "summary" fl a g i n c o m m u n i c a t i o n s b l o c k t o f a l s e .
w h i l e ( s o m e e x t e r n a l e v e n t r e m a i n s u n p r o c e s s e d ) d o
b e g i n

C a l l p r o c e d u r e t o p r o c e s s t h a t e x t e r n a l e v e n t .
e n d ;
K_SLEEP;

e n d ;
end;

The p r o c e d u r e " m a i n " i s c a u s e d t o b e g i n e x e c u t i n g when t h e
s y s t e m i s b o o t e d . Main n e v e r e x i t s .

T h e p r o c e s s b e g i n s by c a l l i n g i n i t i a l i z a t i o n subroutine,
a n d e n t e r s an i n fi n i t e l o o p . This 100p b a s i c a l l y does
n o t h i n g e x c e p t p r o c e s s e x t e r n a l e v e n t s . ( " E x t e r n a l " h e r e
m e a n s e x t e r n a l t 〇 t h e p r o c e s s . ) The p r o c e s s d e t e c t s t h a t
t h e r e a r e e x t e r n a l e v e n t s t o b e p r o c e s s e d by e x a m i n i n g i t s
c o m m u n i c a t i o n s b l o c k . When t h e r e a r e no e x t e r n a l e v e n t s t o
be p r o c e s s e d , t h e p r o c e s s makes t h e sys tem c a l l K_SLEEP t o
g i v e up t h e CPU u n t i l some e x t e r n a l e v e n t o c c u r s . when an
e x t e r n a l e v e n t d o e s o c c u r , t h e k e r n e l a w a k e n s t h e
w h i c h resumes execution just as though the kusheep calcesad
r e t u r n e d i m m e d i a t e l y .
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From the ordinary programmer's point of v iew, w r i t i n g a
process to Iun under t h e SUC kernel c o n s i s t s in coding
various procedures which a r e c a l l e d from main, the
p r o c e d u r e s which they in t u r n c a l l , e t c .

The "summary" fl a g i n t h e communica t ions b lock i s used in
wi th t h e K-SLEEP c a l l t o a v o i d a p o s s i b l e r a c ec o n j u n c t i o n

cond i t i on .

p o s s i b l e :
(If the summary fl a g were not used, the following might be

A p r o c e s s has p r o c e s s e d a l l p r e v i o u s l y p e n d i n g e x t e r n a l
even t s , has decided t h a t t he re i s n o t h i n g more t o do,
b u t h a s n o t y e t made t h e K_SLEEP c a l l . Now a n e x t e r n a l

o c c u r s . k e r n e l p o s t s a n o t i fi c a t i o n of t h e
event in t h e p r o c e s s e c o m m u n i c a t i o n b l o c k . H o w e v e r ,
t h e p r o c e s s a l r e a d y d e c i d e d t o go t o
p r o c e s s n o w m a k e s t h e K _ S L E P
k e r n e l c a n s e e , d i s p o s e d o f t h e n e w
e v e n t . Thus t h e p r o c e s s g o e s t o s l e e p w i t h o u t h a n d l i n g
t h e e v e n t , a n d m i g h t e v e n s l e e p t o r e v e r . )

The s u m m a r y fl a g a v o i a s t h i s r a c e c o n d i t i o n a s f o l l o w s : Any
t h e k e r n e l p o s t s a n e x t e r n a l e v e n t t o a p r o c e s s ,

i t s e t s t h e s u m m a r y fl a g process® c o m m u n i c a t i o n s
s u m m a r y fl a g i s t r u e when t h e

K_SLEEP c a l l i s made, t hen t h e p r o c e s s i s not p u t t o
K_SLEEP i m m e d i a t e l y. I t i s e a s y t o s e e

t h a t t h i s m e c h a n i s m , a n d u s a g e a s
a v o i d s t h e r a c e c o n d i t i o n .

4 . 0 I n t e r I u e I s a n d I r a n s

The k e r n e l o p e r a t e s w i t h a l l i n t e r r u p t s l o c k e d o u t ( P D P - 11
p r i o r i t y i f a d e v i c e w i s h e s t o i n t e r r u p t w h i l e
t h e k e r n e l i s e x e c u t i n g , t h e i n t e r r u p t w i l l r e m a i n p e n d i n g
u n t i l t h e a p r o c e s s s t a r t s t o e x e c u t e .
Then t h a t p r o c e s s w i l l be i m m e d i a t e l y i n t e r r u p t e d .

i n t e r r u p t
e x e c u t i n g . The CPU w i l l de i n t e r r u p t e d and the k e r n e l w i l l
h a n d l e t h e i n t e r r u p t . When t h e p r o c e s s r e s u m e s e x e c u t i n g ,
i t w i l l r e s u m e a t e x a c t l y t h e p l a c e a t w h i c h i t was when t h e
i n t e r r u p t t o o k p l a c e . t h i s s e n s e , t h e i n t e r r u p t i s
t r a n s p a r e n t t o t h e p r o c e s s .

I f t h e i n t e r r u p t i m p l i e s t h a t s o m e p r o c e s s s h o u l d b e

P-12



T h e SDC C o m m u n i c a t i o n s K e r n e l August 1981

n o t i fi e d of a c e r t a i n e x t e r n a l e v e n t , t h e n t h e k e r n e l p o s t s
n o t i fi c a t i o n i n t h e c o m m u n i c a t i o n s c l o c k o f t h a t p r o c e s s .

T h e p r o c e s s i s a w a k e n e d i f i t was p r e v i o u s l y a s l e e p . I f t h e
n o t i fi e d p r o c e s s h a p p e n s a l s o t o b e t h e p r o c e s s t h a t w a s
r u n n i n g i n t e r r u p t t o o k p l a c e , t h e n t h e p r o c e s s
fi n d s o u t a b o u t t h e e v e n t w h e n r e t u r n s " m a i n "
r o u t i n e a n d e x a m i n e s i t s c o m m u n i c a t i o n s b l o c k .

T h u s a p r o c e s s r u n s w i t h o u t i n t e r r u p t s
p r o c e s s . T h e

v i s i b l e t o t h a t
on ly p o s s i b l e r a c e c o n d i t i o n s t h a t m i g h t

a f f e c t a p r o c e s s w i t h r e c e p t i o n o f
n o t i t i c a t i o n s e x t e r n a l e v e n t s . These p rob lems a r e
h a n d l e d by t h e summary fl a g and t h e p r o v i s i o n of a s t a n d a r d
"main". a p r o g r a m m e r c a n p r o d u c e c o d e f o r a p r o c e s s
w i t h o u t c o n s i d e r a t i o n s o f r a c e c o n d i t i o n s , c r i t i c a l

c l e a r l y o f g r e a t b e n e fi t i n a s e c u r i t y -
o r i e n t e d s y s t e m w h i c h i s a l s o p r o d u c t i o n - o r i e n t e d .

The o n l y t r a p u s e d i n t h e t h e s o - c a l l e d
t r a p , which i s used by p r o c e s s t o make a k e r n e l c a l l .
o c c u r e n c e of a t r a p w h i l e i n k e r n e l mode i n d i c a t e a

t h e k e r n e l c o d e . In t h i s c a s e t h e k e r n e l h a l t s t h e
m a c h i n e . A t r a p o t h e r t h a n t h e ENT t r a p w h i l e a p r o c e s s
r u n n i n g i n d i c a t e s a b u g

i s
i n t h e c o d e o f t h e p r o c e s s . The

k e r n e l h a n d l e s t h i s by c a u s i n g t h e p r o c e s s t o b e r e - e n t e r e d
a n d r e s t a r t e d a t a low v i r t u a l p r o c e s s a d d r e s s .

5 . 0 The C a p a b i i i t y L i s t

The k e r n e l m a i n t a i n s f o r e a c h p r o c e s s a " c a p a b i l i t y l i s t " .
T h i s i s a n a r r a y of r e c o r d s , c a l l e d " c a p a b i l i t y s l o t s " . An
i n d e x i n t o t h i s a r r a y i s c a l l e d " c a p a b i l i t y i n d e x " .
c a p a b i l i t y s i o t , i f not empty, contains a " c a p a b i l i t y " .
c a p a b i l i t y n a m e s s o m e "objec t" and d e s c r i b e s an a l l o w e d
" a c c e s s " t o t h a t o b j e c t . Some e x a m p l e s :

a . A ( s t a t i c a l l y d e fi n e d ) s e c t i o n o f a d i s k i s an
o b j e c t . Reading and writ ing are the two important
a c c e s s e s .

b . The central clock maintained by the kernel i s an
o b j e c t . o n l y a c c e s s w h i c h may be g i v e n by a
c a p a b i l i t y to t h e c lock i s t h e a b i l i t y t o s e t t h e
c l o c k . (Any p r o c e s s i s a l l o w e d to r e a d t h e c l o c k
without having an e x p l i c i t c a p a b i l i t y to do so . )

c . A b l o c k memory ob jec t . Reading a n d
w r i t i n g a r e t h e two i m p o r t a n t a c c e s s e s .
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The c a p a b i l i t y l i s t f o r e a c h p r o c e s s i s m a i n t a i n e d b y t h e
k e r n e l . S o m e c a p a b i l i t i e s p l a c e d in t h e l i s t by t h e
s u p e r l i n k e r a t t h e t h a t t h e CPU memory image i s
p r e p a r e d , w h i l e o t h e r c a p a b i l i t i e s a r e p l a c e d i n o r r e m o v e d
f r o m t h e l i s t i n r e s p o n s e t o k e r n e l c a l l s . T h e p r o c e s s g e t s
no a c c e s s t o i t s c a p a b i l i t y l i s t , e i t h e r r e a d or w i l t e .

A c a p a b i l i t y s e r v e s n o t o n l y t o d e fi n e w h a t a c c e s s e s a

p r o c e s s h a s t o g i v e n o b j e c t ; i t s e r v e s t o a c t u a l l y
i d e n t i f y t h a t o b j e c t . F o r e x a m p l e , s u p p o s e t h a t o n e p r o c e s s
c o m m u n i c a t e s a n o t h e r p r o c e s s v i a a "queue", a s
d i s c u s s e d f u r t h e r b e l o w . W h e n e n q u e u e i n g i n f o r m a t i o n t o t h e

o t h e r p r o c e s s , p r o c e s s n a m e s t h e q u e u e b y g i v i n g t h e
capabi l i ty index to the capabi l i ty which gives the p r o c e s s
a c c e s s t o i t s e n d o f t h e q u e u e .

As another example, suppose t h a t a c e r t a i n process i s to be
a l l o w e d t h e s y s t e m c l o c k . The s u p e r l i n k e r c o n t r o l
fi l e w i l l c o n t a i n l i n e s i n s t r u c t i n g t h e s u p e r l i n k e r t o s e t

t h e p r o c e s s c a p a b i l i t y l i s t a c a p a b i l i t y t o s e t t h e
c l o c k . The s u p e r l i n k e r c o n t r o l fi l e , in t h e p a r t d e s c r i b i n g
t h e c a p a b i l i t i e s w h i c h t h e p r o c e s s i s t o h a v e , w i l l c o n t a i n
a l i n e s u c h a s

clock c a p a b i l i t y on 12

T h i s s p e c i fi e s t h a t t h e p r o c e s s i s t o h a v e a c a p a b i l i t y t o
t h e sys tem c l o c k , l o c a t e d at index 12 in i t s c a p a b i l i t y

l i s t . When t h e p r o c e s s makes t h e K_SET_TIME
o f t h e p a r a m e t e r s w i l l b e t h e number 1 2 . In f a c t , t h e

c a l l i s

K_SET-TIME (12, new_time)

when t h i s c a l l i s made, t h e k e r n e l w i l l c h e c k s l o t number 12
t h e process® c a p a b i l i t y l i s t t o s ee i f i t c o n t a i n a

c a p a b i l i t y t o s e t t h e c l o c k . S i n c e i t d o e s , t h e k e r n e l w i l l
d o w h a t t h e c a l l a s k s i t t o d o , n a m e l y t o s e t t h e c l o c k .
N o t e t h a t t h e k e r n e l d o e s no t s e a r c h t h e c a p a b i l i t y l i s t o f
t h e p r o c e s s f o r a c a p a b i l i t y a l l o w i n g t h e p r o c e s s t o do w h a t
i t n a s a s k e d t o d o .

I f t h e p r o c e s s by m i s t a k e made t h e c a l l
K_SET_TIME(13,new_time), t h e k e r n e l w i l l look i n s l o t number
13 o f t h e p r o c e s s c a p a b i l i t y l i s t . S i n c e t h i s s l o t d o e s
n o t c o n t a i n a c a p a b i l i t y t o s e t t h e c l o c k , t h e c a l l w i l l
f a i l . T h a t i s , t h e k e r n e l w i l l g i v e t h e p r o c e s s r e t u r n
i n d i c a t i n a t h a t t h e c a l l f a i l e d b e c a u s e o f a "bad
c a p a b i l i t y " - t ha t i s , t h e c a p a b i l i t y a t t h e i n d i c a t e d
c a p a b i l i t y index was not what was r e q u i r e d . Also , t h e c l o c k
w i l l n o t b e s e t .
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n o t i c e t h a t a l t h o u g h t h e p r o c e s s c a n n o t e i t h e r r e a d o r w r i t e
i t s c a p a b i l i t y l i s t , s i n c et h a t l i s t i s m a i n t a i n e d e n t i r e l y
by t h e k e r n e l , t h e p r o c e s s m u s t k n o w w h a t i s i n e a c h
c a p a d i l i t y s l o t . C a p a b i l i t i e s a r e p l a c e d i n t h e c a p a b i l i t y
l i s t of a p r o c e s s e i t n e r s t a t i c a l l y oy t o e s u p e r l i n k e r , l i k e
t h e c a p a b i l i t y t o s e t t h e c l o c k , o r e l s e a s a r e s u l t o f
k e r n e l c a l l s made by t h e p r o c e s s , a s i n t h e c a s e o f g e t t i n g
a d a t a b l o c k a s d e s c r i b e d b e l o w . Thus t h e p r o c e s s can keep
t r a c k o f t h e e n t r i e s o f i t s c a p a b i l i t y l i s t w i t h o u t i n f a c t
b e i n g a b l e t o r e a d i t .

6.0 I n t e r p r a c e s s Cannunicat laas

T h i s s e c t i o n d e s c r i b e s method of interprocess
c o m m u n i c a t i o n s t h e SDC k e r n e l , namely t h e e n q u e u e i n g
a n d d e q u e u e i n g o f o t h e r m e t h o d sInterprocess conmunications which are not described here,, oe
The kernel maintains a pool of tree menory blocks. These

a r e b l o c k s b y t e s o f ( in our c u r r e n t
i m p l e m e n t a t i o n s ) . The b l o c k s a r e c l e a r as kept in t h e f r e e
p o o l . when one p r o c e s s w i s h e s t o s e n d a message t o a n o t h e l
o r o c e s s , t h e sequence o f e v e n t s i s a s f o l l o w s :

a . fi r s t process gets a block, and wr i tes
i n f o r m a t i o n i n i t .

b. The fi r s t process p laces the block on a queue to
t h e s e c o n d p r o c e s s .

c . The s e c o n d p r o c e s s t a k e s t h e b l o c k o f f t h e q u e u e
and r e a d s t h e i n f o r m a t i o n from i t .

d . The second process returns the block to the kernel,
w h i c h c l e a r s i t a n d puts it back in the f ree pool .

In more d e t a i l , t h e s t e p s a r e a s f o l l o w s ;

The fi r s t p r o c e s s makes a K_GET-DATA_BLOCK k e r n e l c a l l .
a r g u m e n t . t o t h i s i s a c a p a b i l i t y i ndex .

An
This must be t h e

i n d e x t o a c u r r e n t l y emp ty c a p a b i l i t y s l o t . The k e r n e l w i l l
r e m o v e b l o c k f r o m t h e f r e e p o o l and p l a c e a r e a d - w r i t e
c a p a b i l i t y to the block in the s p e c i fi e d s l o t .

The process then makes a K-MAP c a l l . T h i s s p e c i fi e s t h e
c a p a b i l i t y t h e c a p a b i l i t y t o t h e b lock i s
l o c a t e d , one of the p r o c e s s v i r t u a l pages,

i n r e s p o n s e s e t s t h e m e m o r y
h a r d w a r e b lock a p p e a r

P - 1 5



T h e SDC C o m m u n i c a t i o n s K e r n e l August 1981

b e g i n n i n g o f t h a t p a g e o f t h e p rocess ' virtual address
s p a c e , g i v i n g t h e p r o c e s s and. w r i t e t o t h e
b l o c k . Th i s i s c a l l e d " m a p p i n g - t h e b lock i n " .

The p r o c e s s wr i te the block,
r e f e r e n c e s t o a d a t a s t r u c t u r e w h i c h i s f o r c e d t o r e s i d e a t
t h e a p p r o p r i a t e l o c a t i o n i n t h e p r o c e s s v i r t u a l a d d r e s s

Now, t h i s sequence of ope ra t ions i s a n a t u r a l p a i r : when a
g e t s a d a t a b l o c k , i t w i l l a l m o s t c e r t a i n l y w a n t t o

"map t h e b l o c k i n " t o a c c e s s i t . T h u s , t h e s e two c a l l s c a n
b e c o m p i n e d f o r g r e a t e r e f fi c e n c y . Th i s i s i n f a c t what n a s

K-GET_DATA block
a d d i t i o n a l p a r a m e t e r s which w i l l a l l o w t h e c a l l i n g p r o c e s s
t o map t h e b l o c k i n a s p a r t of t h e c a l l .

The p r o c e s s t h e n m a k e s a K_ENQUEUE c a l l . T h e p a r a m e t e r s
c a p a b i l i t y n a m i n g t h e b l o c k , a n d t h e

c a p a b i l i t y i n d e x n a m i n g t h e e n q u e u e e n d o f t h e q u e u e .
i s d e fi n e d , and t h e c a p a b i l i t y to t h e queue i s g i v e n ,

by t h e s u p e r l i n k e r . ) I n r e s p o n s e , t h e
c a p a b i l i t y t h e b l o c k from the fi r s t p r o c e s s c a p a b i l i t y
l i s t , p u t s t h e b l o c k ( w h i c h i s m a i n t a i n e d
e n t i r e l y b y t h e k e r n e l ) , a n d unmaps t h e b l o c k , s o t h a t t h e
p r o c e s s n o l o n g e r h a s a c c e s s t o i t . I t p o s t s n o t i fi c a t i o n

p r o c e s s t h a t t h e q u e u e h a s s o m e t h i n g o n i t ,
w a k e s t h e s e c o n d p r o c e s s i f i t i s a s l e e p .

The second p r o c e s s makes a K_DEQUEUE c a l l . p a r a m e t e r s
c a p a b i l i t y i n d e x t o t h e d e q u e u e e n d of t h e q u e u e ,

a n d a c a p a b i l i t y i n d e x t o a n u n u s e d s l o t i n i t s c a p a b i l i t y
The k e r n e l r e m o v e s t h e b l o c k f r o m t h e q u e u e , a n d p u t s

a c a p a b i l i t y t o t h a t s p e c i fi e d
of e v e n t s i s t h a t a r e c e i v i n g p r o c e s s w i l l

fi r s t dequeue a b l o c k and t h e n map i t i n , s i m i l i a r
s i t u a t i o n o f the K_GET-DATA_BLOCK c a l l .
T h e r e f o r e t h e K_DEQUEUE c a l l h a s o p t i o n a l p a r a m e t e r s b y

c a l l i n g k e r n e l
dequeued b lock in to a s p e c i fi e d v i r t u a l p a g e .

The second process can now read the data in the block.
fi n a l l y makes K_RELEASE_DATA_BLOCK

spec i fy ing t h e c a p a b i l i t y index at which t h e
c a p a b i l i t y r e f e r r i n g to t h e b lock i s l o c a t e d . T h e k e r n e l

c a p a b i l i t y , u n m a p s t h e b l o c k f r o m t h e p r o c e s s .
v i r t u a l memory s p a c e , c l e a r s t h eb l o c k and r e t u r n s i t t o t h e

T h e a b o v e d e s c r i p t i o n 1s o n e o f t h e s i m p l e s t o f t h e
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i n t e r p r o c e s s c o m m u n i c a t i o n s mechanisms provided by the SDC
k e r n e l . Une of t h e m o r e i n t e r e s t i n g var ia t ions is the
a b i l i t y of t h e k e r n e l t o r e g u l a t e w r i t e - a c c e s s by a p r o c e s s
t o t h e c o n t e n t s o f a b l o c k o n a b a s i s o f a fi n e r g r a n u l a r i t y
t h a n t h e w h o l e b l o c k i t s e l f .

T h i s f a c i l i t y m i g h t b e u s e f u l i f t h e r e w e r e a
s h o u l d b e

p r o c e s s• t h a t
a l l o w e d t o m o d i f y c e r t a i n fi e l d s i n a b l o c k , b u t

n o t o t h e r fi e l d s . It migh t b e t h e c a s e t h a t some p r o c e s s
r e c e i v e s another v i a a queue, and should be
a l l o w e d t o m o d i f y a " h e a d e r " fi e l d w i t h i n t h e b l o c k , bu t no
o t h e r p a r t o f t h e p l o c k .

T h i s c a n be a c h i e v e d i n t h e SDC k e r n e l a s
i n s t r u c t i o n s a r e p l a c e d i n

f o l l o w s : S p e c i a l
t h e s u p e r l i n k e r c o n t r o l fi l e .

These i n s t r u c t i o n s i n c l u d e a s p e c i fi c a t i o n ( n a m e l y, b i t -
m a s k ) o f w h i c h b y t e s o f t h e b l o c k s d e q u e u e d f r o m a c e r t a i n
q u e u e t h e p r o c e s s i n q u e s t i o n i s t o b e a b l e t o a l t e r . T h e
super l inker then c o n fi g u r e s the k e r n e l ' s t a b l e s in a s p e c i a l
w a y . Now when t h e p r o c e s s d e g u e u e s a b l o c k f r o m t h e q u e u e
i n q u e s t i o n , t h e p r o c e s s g e t s a r e a d - o n l y c a p a b i l i t y t o t h e
b l o c k . w h e n t h e p r o c e s s u s e s the. K_MAP c a l l t o "map t h e
block i n " , the kernel s e t s the hardware mapping r e g i s t e r s so
t h a t t h e p r o c e s s g e t s o n l y r e a d - a c c e s s t o t h e b l o c k .

t h e fi e l d s i t i s p e r m i t t e d t o s e t b y m a k i n g a
K_WRITE-BLOCK c a l l . The p a r a m e t e r s
c a p a b i l i t y i n d e x t o t h e b l o c k , a l o n g w i t h a d d r e s s o f ) a
b u f f e r o f 1 2 8 b y t e s i n t h e p r o c e s s ' d a t a s p a c e . k e r n e l
w i l l t h e n c o p y f r o m t h a t b u f f e r t o t h e b lock t h o s e b y t e s
w h i c h a r e i n d i c a t e d b y t h e b i t - m a s k s u p p l i e d
s u p e r l i n k e r by t h e s u p e r l i n k e r c o n t r o l fi l e .

T h i s k i n d of fi n e - g r a n u l a r i t y c o n t r o l m u s t b e i m p l e m e n t e d by
k e r n e l s o f t w a r e , 1 1 / 7 0 m e m o r y m a n a g e m e n t

h a r d w a r e d o e s n o t h a v e t h e n e c e s s a r y c a p a b i l i t i e s .

7 . 0 I i n e

T h e k e r n e l m a i n t a i n s a 4 8 - b i t " f a s t "
i n c r e m e n t e d e v e r y 10

c lock which i s
m i c r o s e c o n d s , u s i n g

c l o c k d e v i c e . T h i s c a n b e r e a d by
the DEC KW11-P

a p r o c e s s , u s i n g t h e
K_GET_TIME k e r n e l c a l l .

The K e r n e l a l s o m a i n t a i n s f o r e a c h p r o c e s s a

i s i n c r e m e n t e d e v e r y h a l f - s e c o n d . By s e t t i n g v a r i a b l e s
c o m m u n i c a t i o n s b l o c k , processe tan arrange ter the

k e r n e l t o g i v e i t p r o c e s s ) "alarm" n o t i fi c a t i o n
a f t e r a s p e c i fi e d number o f h a l f - s e c o n d t i c k s .
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By using the slow clock and the associated a larm mechanism,
any s o r t of f a c i l i t i e s fo r

m a i n t a i n i n g m u l t i p l e named t i m e r s , a s it c h o o s e s . Note t h a t
u s i n g t h e slow c l o c k and t h e a la rm mechanism do not r e q u i r e

system calls, the associated system overhead is thus quite
The k e r n e l a l l o c a t e s t i m e among p r o c e s s e s by t i m e s l i c i n o a t
o n e - t e n t h s e c o n d i n t e r v a l s .

8 . 0 I m p l e m e n t a t i o n s a s d B e s u l t s

The SC kernel has so far been implemented on the PDR 1l1703
i m p l e m e n t a t i o n s a r e m o d i fi c a t i o n s : t h e 1 1 / 2 3 v e r s i o n a l l o w s
i n t e r r u p t s , w h i l e t h e 1 1 / 0 3 v e r s i o n i s m o r e p r o p e r l y v i e w e d
a s a k e r n e l e m u l a t o r . )

The c o d e i s w r i t t e n i n a m o d i fi e d v e r s i o n of P a s c a l , a s u s e d
in t h e UCLA k e r n e l , w i t h s m a l l a m o u n t s o f a s s e m b l y l a n g u a g e .

T h e 1 1 / 7 0 v e r s i o n o f t h e c o d e c o m p r i s e s a p p r o x i m a t e l y

P a s c a l s t a t e m e n t s , i n c l u d i n g d r i v e r s f o r t h e D H 1 1 , D u 1 1 ,
R X 0 1 , RP05, d e v i c e s .
a p p r o x i m a t e l y 30000 b y t e s of i n s t r u c t i o n s . ( T o t a l k e r n e l
s i z e , i n c l u d i n g a l l t a b l e s , i s e x t r e m e l y

b e i n g c o n fi g u r e d : t h e number of p r o c e s s e s , t h e s i z e s
of t h e i r c a p a b i l i t y l i s t s , t h e number of q u e u e s , e t c . )

The t i m e s r e q u i r e d f o r some k e r n e l c a l l s i s shown b e l o w .
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11/70 11/34
- - - - -

K_GET_TIME 0.81 1.8 milliseconds
(Read f a s t c l o c k . )

K_GET-DATA_FLOCK 1.5 2.7 milliseconds
(Get block and

map i t i n . )

K_ENQUEUE 1.7 3.1 milliseconds
(Put block on

q u e u e . )

K_DEQUEUE 1.9 3.5 milliseconds
( G e t b l o c k o f f

q u e u e a n d map
i t i n . )

K-RELEASE_DAIA_BLOCK 2.0 4.4 milliseconds
( C l e a r b lock and

r e tu r n to poo l . )

The only one of these c a l l s which has an equivalent
sys tem i s t h e K_GET_TIME c a l l . The Unix " t ime" s y s t e n

a l l t a k e s . 3 1 m i l l i s e c o n d s o n t h e 1 1 / 7 0 . [ 3 ]

we can use t h e s e numbers to get e s t i m a t e s o f the bandwid th
o f t h e e n q u e u e / d e q u e u e i n t e r p r o c e s s c o m m u n i c a t i o n p a t h u n d e r

a s s u m p t i o n s .

F i r s t o f a l l , consider the following s i t u a t i o n :

- . .

Here, we are supposing that the blocks a r e prepared by A,
p r o c e s s e d

ove rhead a s s o c i a t e dB, and consumed and released PrecelvingThe tota l
with B

t r a n s m i t t i n g one 128-byte block is

27 A11 times
1 / 7 0 u n l e s s

d i s c u s s e d below w i l l be for t h e
s p e c i fi e d o t h e r w i s e .
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time for K_DEQUEUE
time for K-ENQUEUE

1.9 ms
1 . 7 ms

t o t a l 3.6 ms

This corresponds to a throughput of about 35K bytes per
second.

A second s i t u a t i o n is the fol lowing:

-

H e r e , we suppose that A ge t s a b lock , p repares a message,
e n q u e u e s t h e b l o c k t o B . & d e q u e u e s t h e m e s s a g e , r e a d s

i t , and then releases the block. The total kernal call timeper 128-byte block here is

time for K_GET_DATA_BLOCK
time for K_ENyUEUE
time for K-DEQUEUE
t ime f o r K_RELEASE_DATA-BLOCK

1.5 ms
1.7 ms
1 . 9 ms
2 . 0 ms

t o t a l 7.1 ms

This corresponds to a throughput of about 18K bytes per
s e c o n d .

This c a l c u l a t i o n does not allow for the time necessary to
s w i t c h p r o c e s s e s t o allow A and B to both run, and
t n u s m a y s e e m unduly o p t i m i s t i c . H o w e v e r , i t i s a c t u a l l y
q u i t e r e a l i s t i c . when a system is heavily loaded, as is the
c a s e o f i n t e r e s t f o r
w o u l d throughput calcula t ions , p r o c e s s A

t y p i c a l l y h a v e a n u m b e r o f e x t e r n a l e v e n t s t o p r o c e s s
w h e n i t w a k e s A w i l l t h e n p r o c e s s a l l o f t h e s e e v e n t s ,
p r o d u c i n g a n u m b e r o f b l o c k s w h i c h i t e n q u e u e s t o B , b e f o r e
i t (A) goes to s l e e p , l e t t i n g B r u n . B then w i l l p r o c e s s a l l

i n p u t b l o c k s s c h e d u l i n g , t h e t i m e
r e q u i r e d t o s w i t c h from A t o B i s d i v i d e d
of b l o c k s , and so does not g r e a t l y a f f e c t t h e t h r o u g h p u t .

The t ime r e q u i r e d t o s w i t c h p r o c e s s e s i s , however, o f some
i n t e r e s t . The e x p e r i m e n t
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А ฿

was r e - r u n i n s u c h a way a s t o f o r c e B t o be s c h e d u l e d e v e r y
t ime A sen t one b l o c k . The f o l l o w i n g fi g u r e shows t h e t imes
used t o send one block. Note that both processes used the
s t a n d a r d "main"; the t e s t did not s e p a r a t e out the time inmain from the time actually in the kernel.
< - - - - P r o c e s s A - - - - - > < - - - - ProCeSs B - - - - - >

Enqueue Kernel Dequeue

Get
b l o c k

V

Exit
main

Enter
main

Release
block

V
- | -

‹ 1 . 5 > < 1 . 7 > 10 ‹ 1 . 9 > < 2 .0 ›

< = . 17 - = >

T h i s shows a w o r s t - c a s e t i m e of 17 m i l l i s e c o n d s f o r a 1 2 8 -
byte b l o c k . T h i s cor responds to a th roughput of 7.5K b y t e s
p e r s e c o n d .

It s h o u l d be remembered t h a t t h e s e t h r o u g h p u t s a r e b a s e d on
t h e u s e o f 128-byte b l o c k s , c u r r e n t
i m p l e m e n t a t i o n s . The u s e of l a r g e r b l o c k s would be a minor
c h a n g e , a n d p r o p o r t i o n a l l y la rger
bandwidths , s i n c e kerne l c a l l t imes a r e independent of the
s i z e of t h e b l o c k . (4) For example, i f 256-byte b locks were

t h r o u g h p u t s n e a r l y double, g iv ing
values of 70K, 36K, and 15K bytes per second.
In c o n s i d e r i n g t h e s e s p e e d s and t h r o u g h p u t s , it shou ld

p o i n t e d o u t t h a t t h e SDC k e r n e l , a l t h o u g h i t h a s b e e n i n
u s e f o r s o m e t i m e , h a s n o t b e e n e x t e n s i v e l y w o r k e d o v e r t o
i n c r e a s e E f f o r t in t h i s a r e a would u n d o u b t e d l y
p a y o f f .

- - - -

(4] with the exception of the K-RELEASE_DATA-BLOCK
c a l l .
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o n a r

9 .0 denial of Service
The SDC k e r n e l does n o t a t t empt to deal withm a t   i t , e n   a s c o d s   p r o c e s s   c o u l d   d a u s e
CPU u s e f u l n e s s t o be s o d e g r a d e d t h a t t h e CPU c o u l d p e r f o r m

u s e f u l F o r e x a m p l e , a p r o c e s s c o u l d ( p o t e n t i a l l y
b u t i m p r o b a b l y ) g e t a n d a l a r g e n u m b e r o f b l o c k s .
( T h i s t h r e a t i s s o m e w h a t l i m i t e d : a p r o c e s s c a n n o t g e t m o r e
b l o c k s t h a n i t h a s s l o t s i n i t s c a p a b i l i t y l i s t . T h i s i s a
p e r - p r o c e s s p a r a m e t e r in t h e s u p e r l i n k e r c o n t r o l fi l e . )

F a c i l i t i e s c o u l d b e a d d e d t o t h e SDC k e r n e l t o a d d r e s s some
d e n i a l - o f - s e r v i c e i s s u e s , o u t i t s h o u l d be p o i n t e d o u t t h a t
i t i s c o n s i s t e n t w i t h t h e o b j e c t s o f t h e SDC k e r n e l n o t t o
wOrry a b o u t d e n i a l - o f - s e r v i c e i s s u e s . The r e a s o n i s t h a t
t h e r e a r e n o " o p t i o n a l " p r o c e s s e s i n a c o m m u n i c a t i o n s
p r o c e s s o r o f t h e k i n d t h a t t h e k e r n e l w a s c o n s t r u c t e d t o
s u p p o r t . T h a t i s , t h e c o r r e c t f u n c t i o n i n g o f e a c h p r o c e s s

n e c e s s a r y f o r t h e s y s t e m t o p r o v i d e c o r r e c t s e r v i c e .
any p r o c e s s is not performing i t s t a s k s c o r r e c t l y , s e r v i c e

d e n i e d , a n d t h e k e r n e l c a n n o t do a n y t h i n g a b o u t i t .
H o w e v e r , s e c u r i t y i s p r e s e r v e d r e g a r d l e s s o f s e r v i c e
d e n i a l s .

1 0 . 0 C u r I e n t S t a t u s

T h e S D C K e r n e l w a s c o d e d s e v e r a l y e a r s a g o . I t i s c u r r e n t l y
o p e r a t i o n a l f o r t h e D e p a r t m e n t o f D e f e n s e o n a n u m b e r o f
C P U s f u n c t i o n i n g a s s p e c i a l c o m m u n i c a t i o n s

f r o n t e n d s t o r A R P A N E l - l i k e p a c k e t n e t w o r k t e r m i n a l
a n d h o s t i n t e r t a c e s . e x p e r i e n c e s o f a r s h o w s
r e s u l t i n g p r o v i d e s t h r o u g h p u t w h i c h i s c o m p e t i t i v e

w i t h o t h e r s y s t e m s n o t u s i n g a k e r n e l i z e d a r c h i t e c t u r e .
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